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Abstract: Concerning the issue of illegal access and malicious destruction of video data during transmission and storage,
a review on encryption techniques under the high efficiency video coding (HEVC) standard was conducted, starting with
the HEVC standard and encryption technology. The development history of video coding technology was reviewed, and
the HEVC standard was introduced. Common attack methods on video encryption technology and performance evalua-
tion indicators were discussed. The performance, advantages, and disadvantages of different video encryption technolo-
gies were comprehensively analyzed and detailed. The development trends of video encryption technology was summa-
rized and anticipated in order to provide reference for the research and application of video encryption technology.
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By AEREBIINEZM, 2w A S A S 5
RILALH R T [FIN  AO BEHLF Z N . sege 45
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AR A J7 GEARS T DART A A S A BOR BB
Rtk

CHR[59]7E HEVC [ CABAC Zw i i f2 b, 1
R 55 8 1) RC6 S350 3 B R 7228 e R4
TS BAIREZENAT S BEURIZAZHRE R
MERSH . BEIREZEANEER . FEA B &N R
WZH. REME. ZHWR 5 EIE TR TN
o BEIJTE T AR SRS R B O S R K
S VRS HT 45 RAEW, HEVC-CABAC & #01 %
S RENS AR B R St B, BRI
A, ATH TS HEVC U A

HR[60]42 H T —Fh £ X HEVC H CABAC 15

T HEFEEINE T35, T A AL A s PR AL
Joit B R M SR ) 5 PEE ot P TN A 2 D e x 42
B T IR R, BB I G X R
MR PR RIS BRATI IR AT AR, Rk T A
FRP I Z AR, g TR . HE IR
DA AL PRAENE TC R AN ES o H S 440 R0 ) 4%
S, NI T B RGIEREITH

i SO T — Fh T HEVC R0 4 1
HERIRUE FEAE I T 585 B b S MU B A
VARE, R g il R o IS SN B R R EOK Y
BHRBENSL. RHRABTSUEUSHGHK
PR A e R R S A A TR, fELAER B, J2
Blowfish Il % 5 B R AT e ek s o sk
s KR, %7 AL A5 2 A AR R
ALESRIS ,  BEORUERUB AR R AL L s ML)
2 A VR AR i L 4 v R

SETARILTT R A RSN & 5 Sk RE 73 &
PPN 5 7 S AE OR3P WU PN 75 24 4 1) [ IR 0 12
REAIFCMIRERE o 9 Ul B AN [ AL AB0IN 2 7 58 22 4= 1k
fE, JEHGE D ST NG J7 2 T PSNR SSIM. %4
KRG B 4 D e br b AT BE B, Ik 4
Bz o

I I PPN T A TERE b, AT R
WA P IEFE & B OFRRNINE T %, P24
PERPEREZ [RGBt A1) 2 A PE AT ]

<4 ETEETTENINE 75 REBEFTEE

SCiER Iz AR PSNR/dB SSIM FHKE E¥sY] FF A
CHR[27] BET T P TR =G 12.24 0.118 2128 7.839 PartyScene
SCHR[32] Tt Py T A 10.21 0.341 2128 — ParkScene
SCHR[33] Tt P T A 11.9118 0.105 4 2256 7.862 1 PartyScene
SCHR[34] H TN FIOASE 5 11.493 8 0.504 26 7.544 8 Akiyo
SCHR[39] HTEHREE 20.76 0.47 2256 72771 ParkScene
SCHR[40] S Ties)REE 12.836 5 0.9323 2128 — Football
CHik[42] HTEYREE 8.69 0.044 2128 7.288 8 Fourpeople
LHik[44] HFEHREE 9.92 0.116 2128 — PartyScene
CHik[47] HETEREE 12.49 0.574 1 226 — FourPeople
SCHR[48] EFEREE 10.59 0.236 — 6.9303 Bospharous
SCHR[49] HETEYREE 12.887 7 0328 8 2128 — Football
SCHR[51] T g AL 16.651 8 03777 2128 — Football
SCHRIST] E SR E IR 8.25 0.0111 2256 7.563 FourPeople
SCHR[58] F TR AL i 13.693 7 0.4232 2128 — FourPeople
SCHR[S9] E SR E IR 12.606 7 0.011 08 2128 7.308 7 FourPeople
SCHR[60] FT e gm g iR 11 0.45 2128 — Vidyol
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